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Abstract

The advancement of technology brings both benefits and drawbacks. While it provides significant
convenience to society, it also facilitates the evolution of criminal methods, as seen during the onset of
the COVID-19 pandemic when increased internet and digital device usage led to a surge in cybercrimes
such as phishing, online scams, and text scams. This study examines the capability of the Regional Anti-
Cybercrime Unit-Cordillera (RACU-COR) in handling cybercrime cases. Through a qualitative approach,
employing semi-structured interviews with RACU-COR personnel involved in cybercrime investigations,
the study reveals that the unit is well-equipped with the necessary knowledge and skills. Personnel meet
organizational qualifications and possess specialized skills acquired through extensive training.
Additionally, they have access to essential investigative equipment. However, the study also identifies
challenges, particularly legal hurdles and the need for advanced forensic tools and techniques, especially
in dealing with cases involving dummy accounts.
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Introduction

The advancements in technology made everything accessible. During the onset of the COVID-19
Pandemic, almost all stayed at their own homes. The only thing that kept them busy is the use of the
internet. Truly, without the Internet, communication is not accessible to everyone. Technology did not
only give way in making communication accessible for everyone across the globe, but in other aspects as
well such as in education and work. But as technology advances, the modus operandi of the criminals also
advances. According to Kaspersky Security Network in an article published in the Business World, they
have detected and blocked web-based cyber threats through the networks in the Philippines. Due to this,
the Philippines ranked second in having numerous cyber threats and attacks during the onset of pandemic
since there is an increase in the usage of digital platforms (Banzuelo, 2023Db).

Another existing problem that law enforcement is facing in handling cybercrime cases is that they
do not specifically define its clause. At some point in the investigation process, they were not able to
distinguish when to respond and when not to respond since the case at hand was already out of their local
jurisdiction and it should already be investigated by a global investigation team that has a more in-depth
understanding of the crime committed or the cybercriminal was living outside the country involved and
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at the same time, it already involves people who are high profiled individuals. Jurisdictional problems do
not only end there, but they also occur within the offices in a specific area which makes it unclear what
specific agency should respond to the cybercrime committed (Nowacki, J., & Willits, D., 2019).

Nationally, the Philippine National Police- Anti-cybercrime Group (PNP-ACG) is the one
responsible for handling cybercrime and cyber-related cases. In memorandum circular no. 2021-141, it
provides the guidelines and procedures for reporting, recording, monitoring, and disposition of
cybercrime and cyber-related incidents. This memorandum which was designed by the Directorate for
Investigation and Detective Management (DIDM) is intended for the recording, reporting, monitoring,
and disposition of cases of cybercrime and cyber-related incidents which shall be adopted by the
concerned agency which is the Anti-Cybercrime Group (ACG) since cases of cybercrime and cyber-
related incidents are not covered in the PNP MC No. 2018-050.

In the general guidelines, it specifically discussed that the ACG shall investigate all violations
provided under Sections 4 and 5 of RA 10175 except child pornography and libel. For the investigation
of child pornography, libel, and cyber-related offenses, the ACG and other police units have the
jurisdiction to investigate if there are personnel who are trained in cybercrime investigation.

Recuenco (2023) published an article regarding the increase in index crimes during the first
semester of 2023. He noted that eight focus crimes were determined by the PNP which include murder,
homicide, physical injury, rape, robbery, theft, motorcycle theft, and vehicle theft. PNP Spokesperson
Col. Jean Fajardo also shared in this article that they are conducting a study regarding the inclusion of
cybercrime-related activities as one of the index crimes. In data provided by the PNP-ACG, there are a
total of 4,1014 SIM card-aided crimes that were reported which were conducted through GCash
transactions, text scams, bank frauds, and fake news. Nonetheless, most of the cases reported were
considered solved.

The law enforcement authorities also noted that the greatest threat in the Philippines is the

widespread cases of cybercrime. According to Police General Rodolfo Azurin Jr., the chief of the
Philippine National Police, the PNP now focuses on the fastest-growing transnational crime, which is
cybercrime, the prevailing and most accessible way of committing several crimes such as identity theft,
Computer-related fraud, Computer-related forgery, and online exploitation.
The most prevalent cyber-attacks that every Filipino is experiencing right now are the scam text messages.
It was already happening before, but during the onset of the pandemic, it was already widespread. In this
regard, the Subscriber Identity Module (SIM) Registration Act was enacted, mandating all users to
register their SIM card to restrict the user from receiving scam text messages. But this law also faces
questions as to the privacy rights and possible surveillance since personal information of the user will be
provided to the Public Telecommunications Entity or PTE who in-charge of telecommunication services
are. Despite the implementation of mandatory SIM Card registration, most of the users were still able to
receive spam text messages.

In 2020, the office of the Department of Justice conducted a webinar titled Cybercrime in the Time
of Corona: PH Cybercrime Trends during the COVID-19 Pandemic. In this webinar, it was reiterated by
former Justice Secretary Menardo Guevarra that there are frequent cybercrime cases during the pandemic
like phishing, online selling scams, and the proliferation of misinformation. Victims of phishing were
victimized by an alleged employee of a banking company asking for their credit card and banking details.
They are contacted through email, telephone, or text messages. Accordingly, there was an increase in the
reported cases of phishing during the onset of the pandemic as it gave way to the offenders to commit
such acts using the internet. Aside from phishing, there are also cases which involve online selling scams.
Both cases are punishable under RA 10175.
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Another case that involves the use of the internet is the proliferation of misinformation which is
punishable under RA 11649 or the Bayanihan to Heal as one act. Most of the reported cases of
proliferation happened during the onset of the pandemic. They are spreading misinformation regarding
the COVID-19 virus that causes havoc to the public. These cases, it caused an alarm to the authorities
since most of the cases are already made through information and communication technology. The wide
use of the internet during the onset of the pandemic caused several problems as it was only the mode of
communication that was used in that time.

Aside from that, online sexual exploitation is also one of the cybercrimes that is prevalent in the
Philippines. Most of the victims of online sexual exploitation are children. In the data provided by the
Child Online Safety Index (COSI) in an article by Vecchia (2022), six (6) out of ten (10) children whose
age ranges from eight (8) to twelve (12) were at risk in cyber-attacks. Not only on the case of online
sexual exploitation but they are also at risk of phishing as well as cyberbullying.

In an article published by the Associated Press, there were about 2,700 individuals who are
working with cybercrime syndicates in Las Pifias. Another rising problem in cybercrime-related incidents
is human trafficking and exploitation. It was widely recorded that the Philippines was considered as a
hotspot for human trafficking through traditional means and now through cyber space. The new Chief of
the PNP-ACG, Brigadier General Sidney Hernia, shared that the police unit raided seven Philippine
Offshore Gaming Operator (POGO) buildings in Las Pifias at midnight of June 26, 2023. The operation
was aided by warrants for the search, seizure, and examination of computer data. There were about 1,534
Filipinos and 1,190 foreigners from different countries including China, Vietnam, Indonesia, Malaysia,
Thailand, Myanmar, Pakistan, Yemen, Somalia, Sudan, Nigeria, and Taiwan. This operation recorded the
highest number of rescued victims of human trafficking by cybercrime syndicates.

With the recent advances in technology, the method of criminalization also advances. From the
traditional way to the technological way. It is also somewhat easy for other people to conduct illegal
activities since most people use or has access to internet connectivity. Through this issue, determining the
capability of the Regional Anti-Cybercrime Unit-Cordillera (RACU-COR) in handling cybercrime cases
is significant during this time when it is prevailing. At the same time, this study is timely because almost
all have experienced cyber-attacks even if it is just a minor incident like a scam text message or phone
call.

Objectives of the Study

The main objective of this study is to determine the capability of the Regional Anti-Cybercrime
Unit-Cordillera (RACU-COR) in handling cybercrime cases.

Additionally, it also seeks to:
1. Determine the issues and challenges of RACU-COR in handling cybercrime cases; and
2. Determine the practices and strategies employed by RACU-COR in handling cybercrime cases.

Methodology

The qualitative approach was applied in this study. This research design aims to understand the
data that was collected from the participants who are specifically involved in the topic being studied. It is
done through the interpretations of the themes that will be drawn from the data gathered. Specifically,
this research employed a semi-structured interview type.
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A semi-structured interview is a combination of structured and unstructured interviews. There will
already be pre-determined questions, however, there will be no order in asking questions so that, during
the interview, it was flexible and thus, providing a better understanding to the researcher since additional
questions which are not included in the interview guide was also asked. This type of interview also
ensured that the questions asked were organized and standardized since the set of questions was asked to
all the personnel who were selected as participants in this study and at the same time, additional input in
relation to their answers was also be asked (George, 2023).

The study was conducted in the RACU-COR office located at the CBAO Building, Utility Road,
DPS Compound, Baguio City. The determined participants in this study were the personnel of RACU-
COR.

To choose the participants in this study, the researcher applied purposive sampling technique. The
participant shall possess the following criteria:

a. Must be personnel of RACU for at least 1 year and above.

b. Handled at least two (2) cybercrime cases.

c. Has an in-depth knowledge in handling cybercrime cases.

d. Willing and voluntary.

Members of RACU who are not directly investigating cybercrime are excluded as participants in
this study.

There are ten (10) personnel who voluntarily participated in the study according to the data
saturation.

The researcher prepared an interview guide which contains set of questions that were formulated
based on the three problems that were determined in this study.

The researcher obtained consent from the personnel who were interviewed that the whole course
of the interview was audio recorded and will only be used for this research. Aside from the audio
recording, the researcher also took notes of the responses of the personnel during the said interview.

After obtaining the said consent, the interview already commenced until all the personnel who are
subjected for interview is done. Since it was conducted for a week, the varying time of interview was not
limited.

The researcher transcribed the information that was audio recorded according to the interview
guide questions in relation to the statement of the problem. The information gathered through notes taking
will also be added to the transcription. From that, responses have their own code bearing the same
meaning or thought. From the codes, then it was categorized. After categorizing the codes, the themes
were now formulated and can be used for the interpretation of the data obtained.

After determining the themes of the data, the researcher went back to the RACU-COR office to
validate the data provided. Some parts of the treated data were further explained by the personnel.

Results and Discussion
1. Capability of RACU-COR in Handling Cybercrime Cases

Based on the interviews conducted, the following themes reflect the capabilities of RACU-COR
in handling cybercrime cases.
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1.1.Qualified personnel

This specifically focuses on the basic requirements needed for the personnel to become part of the
RACU-COR. At the same time, it also includes a discussion on the different trainings and schoolings they
have undergone, their technical competencies, cases they have handled, and the different equipment that
they are using during cybercrime investigations.

Educational background and PNP qualifications. Here, the RACU personnel were able to
provide data on the baccalaureate degrees that each of them finished. This will affect their designation
whether to be part of the line group or in the technical group. The main difference between the two groups
Is that, in the technical group, those who finished a degree that is related to the field will most likely be
part of it. Like in the RACU, the technical group is composed of individuals who finished a degree related
to information technology (IT) or computer science (CS). For the PNP qualifications, it will be the same
as any other division, but those who were graduates of IT/CS-related courses will be of an advantage.

In entering the service, the foremost qualification before becoming personnel of the Regional

Anti-Cybercrime Unit-Cordillera is them to become a member of the Philippine National Police (PNP).
Section 30 of Republic Act No. 6975, as amended by Section 14 of Republic Act 8551 known as the
Philippine National Police Reform and Reorganization Act of 1999, it contains the general qualifications
to be appointed as an officer or member of the Philippine National Police. One major qualification that
they must adhere to is obtaining a formal baccalaureate degree. From that, they would be able to attain
eligibility that they can use to enter the organization. It can either be by the PNP Entrance Examination
(NAPOLCOM); RA No. 1080 (Bar and board examination); PD No. 907 (Civil Service Eligibility to
College Honor Graduates); or Civil Service Professional. Aside from that, they will undergo different
tests which include psychiatric/psychological, drug, physical, as well as mental. There are also height
requirements that need to be followed, specifically at least one meter and sixty-two centimeters (1.62 m.)
in height for males and one meter and fifty-seven centimeters (1.57 m.) for female. The age qualification
is also noted. Those who aspires to become members of the PNP, must not be less than twenty-one (21)
nor more than thirty (30) years of age. Other qualifications include the citizenship, good moral conduct,
not having been convicted by final judgment, being discharged from the military, or dismissed from a
government position. These qualifications must be conformed to before becoming part of the Philippine
National Police (PNP).

In the qualifications posted on the official webpage of the PNP-ACG, aside from the basic
qualifications of becoming a police officer, they also included that the applicants should completed
computer related course such as BS Computer Engineering, BS Computer Science, and BS Information
Technology. This is evident since 7 out of 23 personnel assigned in RACU-COR have a baccalaureate
degree related to this. Additionally, as noted during the interview, one personnel said that K7 /: “Those
who are graduate of IT Courses has an advantage.”

This particular response received from one of the personnel proves that it is better if the personnel
who are handling digital evidence has in-depth knowledge in manipulating computer-related devices and
at the same time an in-depth understanding on the latest trends in the world of technology. In this way,
they would be able to investigate and handle digital evidence that they will be obtaining during cybercrime
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investigation properly and effectively. Also, they do have an understanding on how computers work in a
more advanced manner.

Accordingly, there are no special requirements other than the prescribed requirements of the
Philippine National Police for individuals who desires to work at RACU-COR.

Trained and schooled. In this, the personnel were able to share the trainings and schoolings that
they have undergone. Their trainings were conducted both in the local and international schemes.

If they meet the basic qualifications, newly appointed police officers at the entry-level are required
to complete a 12-month Public Safety Field Training Program (PSFTP) and the Public Safety Basic
Recruit Course (PSBRC). Additionally, they must finish the Criminal Investigation Course (CIC), which
is the basic investigation course provided by the PNP.

Additionally, as was mentioned by one of the personnel, KI 1: “After I was transferred RACU
COR from PRO COR, I earned the Cyber Cop Badge. Said schooling is composed of 4 different courses
concerning investigation and digital forensics”.

In the Anti-Cybercrime Unit of the PNP, they are also deemed as “Cybercops” if they were able
to finish the training required which is composed of four training courses, which includes the following,
Introduction to Cybercrime Investigation Course (ICIC), Identification and Seizure of Digital Evidence
(ISDE), Introduction to Digital Forensics and Investigation (IDFI), and Proactive Internet Investigation
Course (PIIC). ICIC provides an overview on the basic cybercrime investigation process and it is only
conducted for ten (10) days. For ISDE, the basic principles and steps in digital forensics are being
discussed and from these principles, the best practices of digital forensic examiners were also considered.
Aside from that, they also provide an understanding about the different types of digital data and
determination of the source of the digital evidence that was obtained. This training lasts for sixteen (16)
days. The processing of forensic evidence, internet artifacts, windows artifacts, collecting volatile
(unsaved files) and non-volatile (saved files) data, and analyzing of recovered evidence specifically on
determining the hash value is being taught in the introduction to digital forensics and investigation.
Similar to ISDE, this training is also done within sixteen (16) days. In PIIC, the tools for collecting online
evidence, use of social media as a tool in investigation and internet trace evidence is discussed. This
training is conducted for ten (10) days. These courses are done in an online platform. If there are activities
that need in-person participation, it will be conducted in the National Headquarters. After these specific
training, they are already qualified to receive a Cybercop badge.

The PNP-ACG was also conducting an apprenticeship and mentoring program. This aims to
further strengthen and improve the digital forensics capability of the digital forensic examiners who
specialize in handling digital evidence. Specifically, it focuses on the examination of extracted digital
evidence that is essential for court presentation. This was revealed by PMAJ Robert A. Reyes in his article
published in the official magazine of the PNP-ACG titled, “From getting ISO-Certified to Bringing the
ACG at the Cutting Edge of Digital Forensics.” He also emphasized that through the partnership with the
US Anti-Terrorism Assistance Program (US ATA), they are providing trainings that focuses on Digital
Forensics, Cyber Security and Cybercrime Investigation. Specifically, Digital Forensics Examination
(Basic and Advance), Introduction to Digital Forensics Investigation (IDFI), and First Responders Course
(FRC) (Reyes, 2022).

Additionally, there are other four international trainings that the personnel undergo. Including,
International Law Enforcement Agency which took place in Bangkok, Thailand; the Internet Child
Exploitation Course Series hosted by the Royal Canadian Mounted Police-International Capacity
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Building Unit of Ottawa, Ontario, Canada which was held in Kuala Lumpur, Malaysia; the Australian
Federal Police also provided an international training regarding Terrorism held in Malaysia; Computer
Investigation Enforcement Agency Course on the Internal law which happened in Bangkok, Thailand,;
and the UNODC-Government of Canada then held a training/workshop regarding the Localization of
Cybercrime Materials for Southeast Asia that was conducted in Bangkok, Thailand.

These training and schoolings were of big help for them to understand how to properly handle
cybercrime cases. Since not all of them finished a course related to IT/CS.

Technically competent. It discusses the skills that they need to possess or needs to possess if they
will handle cybercrime cases. Apart from the basic qualifications prescribed by the Philippine National
Police, most personnel also emphasized that having a skill related to cybercrime investigation is a must.
One of the most important skills related to cybercrime investigation is the ability to differentiate a
traditional crime from a cybercrime. Like what one personnel shared, an example of cybercrime is online
libel, scam/estafa whereas an example of traditional crime is murder or theft. Cybercrime pertains to
crimes that were committed with the use of IT systems as compared to the traditional crimes, it was
committed without the use of any IT systems (Kranenbarg et al., 2018) In this manner, they would be able
to determine if a particular crime falls under the crimes enumerated in Republic Act No. 10175 or the
Cybercrime Prevention Act of 2012. This skill will help the personnel be able to know what specific
process will be conducted. Being computer literate is also a skill that every personnel must possess. Since
they are dealing with cybercrime investigations, they need to know how to manipulate equipment and
devices that are technologically advanced to properly investigate how certain perpetrators commit their
crimes. This skill helps the RACU-COR to properly perform specific investigation process in handling
digital evidence.

Black and Fennelly (2021) described in Chapter 19- Cybercrimes and Investigations of their book
Investigations and the Art of the Interview, that it is essential for those who intend to become a cybercrime
investigator to have an in-depth knowledge about cybersecurity as well as laws regarding cybercrime and
at the same time, enough training in the methodologies employed during the preservation of evidence. In
this regard, in Philippine laws, it was mentioned in Section 13 of RA 10175 how to preserve obtained
computer data in accordance to Section 16 which talks about the observance of the Chain of Custody
since it can also affect the preservation of the digital evidence that was acquired. The methodologies were
also mentioned in the Revised Philippine National Police Operational Procedure 2021 on how to respond
to cybercrime and cyber-related operations. These guidelines should be properly observed by the RACU-
COR personnel for them to effectively handle cybercrime cases. In relation to this, having an in-depth
knowledge and understanding of the prescribed methodologies in handling cybercrime cases helps the
personnel to be logical the moment they organize the information that they have obtained. Since, there
will be various sources of information, it is better to decipher if that information will be helpful in the
investigation process and how does that information be related in the cases at hand. That is why, it is right
to evaluate the case first if it really falls on the crimes prescribed under RA 10175 to determine the
possible information or pieces of evidence needed to prove that such a crime happened.

Equipment used in handling cybercrime cases. In this, the basic devices that they use are
discussed and enumerated by the personnel that were interviewed.

To perform their duties effectively and efficiently, the RACU-COR personnel must have basic
digital forensic equipment. The two most needed devices of the personnel from RACU-COR are a
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computer and internet connection. According to one of the personnel of RACU-COR, K1 1:” We, most of
the time, utilize the Facebook platform to identify or establish identity or locate the perpetrators.”

This action cannot be performed without the computer and the internet connection. In this regard,
these two are the most basic equipment that they usually use the moment they receive a complaint from
the victim of a cybercrime. Aside from the computer and internet connection, they also mentioned that
they use laptops and mobile phones as an aid in the course of cybercrime investigation. For the in-depth
conduct of cybercrime investigation, the personnel mentioned Open-source digital forensics software. As
was mentioned by another personnel, K7 1: “In the forensic examination, we used issued device from PNP
ACG especially used for Digital Forensic Examination.”

Reyes (2022) also revealed that the PNP-ACG was able to purchase eight (8) sets of digital
forensics equipment MAGNET AXIOM Computer Forensic Tool, AMPED5 Video Enhancement Tool
and CELLEBRITE Mobile Phone Forensic Tool. As mentioned by one of the personnel from RACU-
COR, each unit of RACU was given a CELLEBRITE Mobile Phone Forensic Tool.

The RACU-COR was able to provide a list of equipment that they are using in cybercrime
investigations. It was subdivided depending on its main function which includes communication,
investigation, digital forensic tools, connectivity, and ICT equipment. Under the communication, they are
equipped with 1 landline, 3 cellular phones with Globe and Smart SIM cards and PLDT. For the
investigation, they have 2 laptops, 8-computer desktops, 1-Mavic Drone (with Samsung J7 cellphone),
and 1-investigation kit. For the purposes of Digital Forensics, they have 1-laptop which have 2-Cellebrite
UFED 4PC Application and accessories for cellphone or mobile. Additionally, they also have 1 Computer
Desktop which has the EnCase Application for Hard Disk Drive and Ikena application for Audio or Video
media. In the connectivity, they are using PLDT Telephone and PLDT wireless connection with up to
100 MBPS. They also have a body-worn camera that they are using during the conduct of search and
seizure of digital evidence.

2. Issues and Challenges of RACU-COR in Handling Cybercrime Cases

Based on the interviews conducted, the following themes reflect the issues and challenges faced
by RACU-COR in handling cybercrime cases.

Limited advanced forensic tools and techniques. One of the challenges that the personnel are
encountering in handling cybercrime cases, is the limited advanced forensic tool and technique. Digital
forensic tools are needed to conduct data recovery and forensic analysis on computer devices and other
ICT-related devices that were seized by the PNP. The techniques were also limited since one of the
recorded challenges is on the tracking or tracing dummy account users.

In their responses, it was noted that they are having a problem on tracking the perpetrator since
they used a dummy account as their modus operandi.

Kl 1: “How to trace dummy/ social media accounts which were being used to defraud victim. It

is a challenge for us investigators since you cannot just file/refer the case and the suspect is the

used “dummy account.”

K1 2: “It is a need to prove that the dummy account is owned by a certain suspect,”
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Kl 3: “Identifying suspects/ perpetrator. We consider it as a challenge for the reason that most
accounts were dummy and fake,”

Kl 4: “Unidentified suspects. Most accounts being used by the suspects were dummy/fake,”

KI15: “No proper training. Not into tracking purposes (ACG) there is a unit who can do tracking”

These five responses revealed the challenges RACU-COR personnel face in establishing the
identity of criminals using dummy accounts to commit crimes. It was also noted that they lack the
necessary tools to track the real owners of these dummy accounts, which further limits their capability to
identify the criminals. Even if the complainant has a suspicion about who committed the crime, without
sufficient evidence, the case cannot proceed.

Legal impediments. The data privacy of every individual is protected by Republic Act No. 10173
also known as Data Privacy Act of 2012. This law provides guidelines in the security and protection of
personal information of every individual as provided in the information and communications system of
every establishment and other related offices that intends to acquire personal information. With this law,
it becomes the foremost challenge that the RACU-COR personnel are facing. As stated by one of the
personnel

Kl 1: “The  law on data privacy is a law  that gives  too
much protection on the part of the culprits,”
Kl 2: “The  intention of the law on  Data  Privacy @ Act  may

appear to be astonishing as it entitles the general public with secrecy to themselves. But the same
law provides the criminals the right to protect their evil motives and deeds.”

That is why, some criminals hide behind dummy accounts in order to perform their illegal acts
towards the victims. Due to this, it is difficult for them to establish the identity of the perpetrator. Thus,
leads to the case not to be pursued. Chan (2020) published an article titled, about how data privacy law
affects the investigation process. In this article, it focuses on the corporate investigation that deals with
companies who are looking into any work- or business-related data needed in the investigation. This data
was deemed to be personal since it already involves the employees employed in a certain company. It
also provided key considerations in managing data risks during a corporate investigation. This article
proves how laws affects data privacy of individuals involved in a crime. Investigators cannot simply
acquire personal data without the consent of the individual involved. Due to this, the investigation process
is lengthy since the identity of the perpetrator can sometimes be unknown so, it will take some time to
establish it and the moment it was already known, the consent shall still be provided by that individual.

Additionally, since they cannot proceed with the investigation proper, another challenge is the
lengthy process in application of cyber warrants. One personnel revealed that,

Kl 1: “In relation to the challenges on the Data Privacy,

as an investigator we rely on Court Orders/ Court warrants such as the Warrant to Disclose

Computer Data (WDCD). After a very very very very (sorry po for the sarcasm) long process of

filing an application for the issuance of a WDCD with the hope that our judges grant the said

application of a court warrant.”
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This issue arises since some information needed in the application of specific warrant is yet to be
determined. The warrant that they are applying to most of the time is the Warrant to Disclose Computer
Data (WDCD). In Section 4.3. of A.M. No. 17-11-03-SC, the contents of the said warrant were
enumerated which includes, the probable offense involved; relevance and necessity of the computer data
or subscriber's information sought to be disclosed for the purpose of the investigation; names of the
individuals or entities whose computer data or subscriber's information are sought to be disclosed,
including the names of the individuals or entities who have control, possession or access thereto, if
available; particular description of the computer data or subscriber's information sought to be disclosed;
place where the disclosure of computer data or subscriber's information is to be enforced, if available;
manner or method by which the disclosure of the computer data or subscriber's information is to be carried
out, if available; and other relevant information that will persuade the court that there is a probable cause
to issue a WDCD. If the law enforcer was able to provide the contents of application for the WDCD, and
was able to properly discussed the probable cause to issue said warrant, then the judge would be able to
grant the application and issue WDCD.

Another major challenge that they are facing is the fact that private agencies like banks and
telecommunications do not cooperate with them in providing the information that they need in the
investigation.

In relation to the Data Privacy Act of 2012, as provided, it is difficult to obtain personal
information most specially if they are only using dummy accounts. Two personnel revealed that

Kl 1: “victims of illegal access to their bank accounts.

Banks/ remittance centers/ private and government offices will not disclose the information of the

suspect because of their fear to violate such act. The investigator will have to go through a very

long process (such as court hearings) in order to determine the identity of the suspects prior to

filing of criminal charges)”,

K1 2: “The cooperation given by TELCO’s/ Banks / Remittances are limited.”

It is understandable that those agencies need to protect and secure the personal information that
were provided by their customers.

As shared by one of the personnel during the interview, one of her cases involves a certain bank.
In the application of the WDCD, she included the facts of the case, personal information of the
complainant, where would she get the digital data needed and what are the digital data that they need to
obtain from the bank. The WDCD was granted since she was able to determine that there is a probable
cause. She already received the warrant and accordingly, it needs to be enacted within seventy-two (72)
hours. But the bank did not cooperate with her. She then requested an extension of ten (10) days for her
to have enough time for the bank to preserve the digital data they needed. Again, the bank did not
cooperate with her. With this action, she shared that the bank may be liable for contempt since they were
not able to comply with the WDCD. In this event, it was clearly shown how even if there is already a
WDCD, the involved agencies do not still comply with it and does not cooperate with the law enforcers.

In the article published by PCOL Nova G. De Castro-Aglipay, titled, “Legal Affairs Division, Its
Formal Activation,” it discussed the BSP Memorandum No. M-2021-059. One part of the memorandum
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discusses information sharing without a warrant wherein the law enforcement agencies and supervised
financial institutions who were part of the memorandum agreed that the information will only be for
intelligence purposes only. As emphasized in the article, if the information obtained will be for judicial
proceedings, a warrant shall be obtained. Otherwise, it will breach the agreement agreed upon by the said
parties (De Castro-Aglipay, 2022).

Practices and Strategies Employed by RACU-COR in Handling Cybercrime Cases

Based on the interviews conducted, the following themes reflect the best practices and strategies
of RACU-COR in handling cybercrime cases.

Adherence to proper procedures in cybercrime investigations. Before the conduct of a
cybercrime investigation, it is imperative for the personnel to obtain a warrant. In connection again to one
of the competencies they should possess, it is better to have a skill in evaluating what crime will you
classify a specific illegal act that was conducted. If the personnel were able to determine the correct
classification of that illegal act, they would be able to know what crime and what specific warrant shall
be obtained. Even before proceeding to the most laborious work of investigation, they should first obtain
warrants applicable to the action that they need to do based from the proper evaluation of the case at hand.
Applying for warrants will eventually help them in easily acquiring information that they need from the
service providers or any person who knows about certain information regarding the cybercriminals. Also,
every action that will be done to the computer data or digital evidence obtained in the investigation
process, needs to have a certain warrant that shall be enacted. In this way, the personnel will not be liable
for any misconduct in the handling of computer data or digital evidence since it was legally obtained
through the warrant that was issued to them.

Addressing the “CSI Effect”

’

Kl 1: “Traditional kind of investigation is still the most effective way to cure cybercrime cases.’

As revealed by one of the personnel who was interviewed. They have emphasized the difference
between traditional investigation and cybercrime investigation. In the traditional investigation, they have
shared that it is less laborious than cybercrime investigation since in the traditional investigation, they can
go to the crime scene and process it, whereas, in cybercrime investigation, they were only conducting
cyber patrolling. In the conduct of cyber patrolling, they are visiting every platform that can be a source
of information or data that they will be needing to prove the probable cause of a certain cybercrime. In
addition, what they were pointing out is the fact that people who are filing complaints have higher
expectations on the investigation process that shall be conducted by the RACU-COR personnel. In this
regard, they are implying the concept of “CSI Effect.” Alldredge (2015) described “CSI Effect” as a
phenomenon in which the views of public when it comes to crime and forensic was solely based on
television shows. One good example of a television shows that portrays forensic science is the “CSI:
Crime Scene Investigation.” In this show, they were showing how a police officer and forensic expert
shall act when it comes to crime scene investigation and how to solve crimes. Due to this, people who
met similar crime, has high expectations about how to handle crime scene investigation. In relation to
traditional investigation, the personnel were able to mentioned that it is better for them to proceed with
this methodology still employing the specific guidelines that were intended for the handling of digital
evidence. It is also to somehow explain to the complainants that what they have seen in the television
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were already exaggerated and that it cannot happen in real life since an investigation cannot be done
overnight. Examination of evidence cannot also be done in a short span of time most specially to the
digital evidence since it needs thorough understanding on the underlying cause why a certain cybercrime
happened and at the same time, cybercrime investigators had a difficult time establishing the identity of
the criminal.

To further diminish the idea of the “CSI effect,” RACU-COR built partnerships with local officials
and citizens through forums and platforms. This was considered a positive strategy by RACU-COR to
raise awareness regarding the prevention and reporting of cybercrimes and other cybersecurity threats, as
mentioned in an article authored by PCOL Tirso D. Manoli, a personnel member from RACU-COR. He
also mentioned that they conducted 1,996 awareness campaigns across various platforms, including
TV/radio guest appearances, social media, and Police Community Relations (PCR) activities (Manoli,
2022).

Conclusions

It was deduced that the personnel of Regional Anti-Cybercrime Unit-Cordillera (RACU-COR)
were capable in handling cybercrime cases in terms of their qualifications. There are also special trainings
that the PNP-ACG is offering to the personnel in each unit.

There is a limit on the advanced forensic tool and technique that is relevant in handling cybercrime
cases. Based on the trainings provided, there is no training on how to track possible cybercriminals who
are using dummy accounts to conceal their identity. At the same time, since they need to establish the
identity of the cybercriminal, they will be needing more advanced equipment or devices and trainings on
how to manipulate those devices that they could procure in the future.

The RACU-COR were able to emphasize how vital it is to adhere to the proper investigation
procedure. It is also important to provide or raise awareness to the public regarding cybercrime and how
to report cybercrime cases. Information dissemination will help the public realize how cybercrime is
prevailing in the modern age.

Recommendations
The following are recommended based on the results of the study:

1. A comprehensive action plan can be suggested regarding the more advanced training that the
RACU-COR personnel can undergo that is related to handling cybercrime cases.

2. Future and similar study can be conducted to compare the capability of the PNP-Anti-Cybercrime
Group and other agencies who are recognized to handle cybercrime cases like NBI- Cybercrime
Division and DOJ-Cybercrime Division.

3. Needs assessment on the advanced digital forensic tools that they need to obtain vital information
about a certain cybercrime.

4. A campaign awareness should be presented to the public on how to be a responsible technology
user. This campaign awareness contains the importance of being technologically smart and how
not to become victims of cybercrime.
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